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INTRODUCTION:   REACT TO TODAYΩS REALITY 
An evolution is occurring in the way people are notified, alerted, and 

warned.  The change is not based on a particular emerging technology, but 

ǊŀǘƘŜǊ ŀ ƴŜǿ ŀǇǇǊƻŀŎƘΦ  LǘΩǎ ŀƴ ŀǇǇǊƻŀŎƘ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ ǊŜŀƭƛǘȅ ƻŦ Ƙƻǿ 

people relate to important information:  LǘΩǎ ŀ ƭŀǊƎŜ ƳƻǾƛƴƎ ǘŀǊƎŜǘΗ   

First, there is significant diversity in the way people receive and react to important information.  Some 

people use the latest communications modes.  Others are more traditionally minded.  Some business 

people rely heavily on email while the younger generation thinks email is passé, preferring instead to use 

ǘŜȄǘ ƳŜǎǎŀƎƛƴƎ ό{a{ύΦ  {ƻƳŜ ǇŜƻǇƭŜ ǊŜƭȅ Ƴƻǎǘƭȅ ƻƴ ǘƘŜƛǊ ƭŀƴŘƭƛƴŜ ƘƻƳŜ ǇƘƻƴŜΦ  aŀƴȅ ƻǘƘŜǊǎ ŘƻƴΩǘ ŜǾŜƴ 

have one.  Still others consider social media their primary communicaǘƛƻƴ ƳƻŘŜΣ ǿƘƛƭŜ Ƴŀƴȅ ǇŜƻǇƭŜ ŘƻƴΩǘ 

even know what social media is.  All the while, broadcast radio and television are still viable ways to 

transmit critical information; however cable, satellite, and on-line web stations and services have 

complicated the picture.   

Additionally, individuals who are vision-impaired, deaf, hard of hearing, deaf-blind, mobility challenged or 

have a speech disability rely on yet different modes of communication. 

Compounding this moving target is that communications preferences change often.  Think back a few 

ȅŜŀǊǎΦ  !ǊŜ ȅƻǳ ŎƻƳƳǳƴƛŎŀǘƛƴƎ ǘƘŜ ǎŀƳŜ ǿŀȅ ȅƻǳ ƻƴŎŜ ǿŜǊŜΚ  bƻǘ ƭƛƪŜƭȅΧƛƴ ŦŀŎǘΣ ȅƻǳ ƘŀǾŜ ǇǊƻōŀōƭȅ 

significantly changed the way you communicate. 

Despite the diverse and dynamic way people communicate, government clearly has a responsibility to 

make sure critical information is communicated quickly throughout the myriad of communication options.  

This is true both in communications to the general public, and to first responders ς very often from 

diverse organizations.  The broad and constantly-changing environment makes the challenge especially 

difficult.  

SOLUTION:  SYSTEM-OF-SYSTEMS 
Creative problem-solvers are realizing the solution is an approach that mitigates the diversity and change 

challenge while embracing it.  Rather tƘŀƴ ŘŜǇŜƴŘƛƴƎ ƻƴ ǎǇŜŎƛŦƛŎ ƳƻŘŜǎ ƻŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴΣ ǘƘŜȅΩǊŜ 

looking toward a managed system-of-systems approach with flexibility built-in to adjust and adapt to 

change.   

Typically, a system-of-systems is a collection of task-oriented or dedicated systems which  pool resources 

and capabilities to obtain a coalesced, more complex, 'meta-system' offering more functionality and 

performance than simply the sum of the constituent systems.
1

  In the case of 

notifications/alerts/warnings, the system-of-systems approach means multiple systems are used 

collectively to ensure information is delivered quickly and efficiently to a diverse population with dynamic 

communications preferences.  In essence, where one system may fall short, another picks up. 

An example of a system-of-systems with multiple systems working together: 

 making telephone calls based on a geographic list or special groups 

                                                                 
1
 http://en.wikipedia.org/wiki/System_of_systems 
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 placing calls to cell phones based on their location 

 sounding sirens, or other Mass Notification Systems for buildings and campuses 

 posting messages on social media 

 popping up messages on desktops (instant messaging) 

 sending SMS text messages through priority pathways 

 ensuring special needs communities are informed through TDD/TTY and other devices such as e-

mail with link to Multi-Media System (MMS) for people who rely on American Sign Language 

 displaying messages on digital signs, (AMBER alerts) 

 broadcasting messages to encoded receivers via FM radio 

 sending messages to over-the-air and web media 

 

Messages would be targeted to specific populations, and would be crafted to take into consideration the 

social realities of notifying, warning, and alerting the public.  (Who should get the message, what should 

the message say, and from whom should it come?) 

The notifications/alerts/warning program would be managed, meaning a specific process would be 

followed for design, sustainment, flexibility, and keeping the system fresh - a particular challenge where 

fluid contact data is concerned. 

/ŜǊǘŀƛƴƭȅΣ ǘƘŜǊŜΩǎ ƴƻ ǎƘƻǊǘŀƎŜ ƻŦ ǎȅǎǘŜƳǎ ǘƻ ŎƘƻƻǎŜ ŦǊƻƳ to form a system-of-systems.  A quick Googleϰ 

search will produce over one hundred companies with notification/alerts/warnings technology to offer.  

Still others are being developed.  For the most part, however, the vendors specialize in specific types of 
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message delivery.  Linked together, though, varied solutions can produce a powerful package which 

serves the public quite effectively, significantly enhancing public safety and goodwill.   Greater success 

would ensue, and be more rewarding for all involved.   

MOMENTUM BUILDING 
Recent developments document a movement toward a system-of-systems approach for 

notifications/alerts/warnings.   

CALIFORNIA TAKES THE LEAD 

In a state where the population is large and diverse with 

particularly volatile threats, the California legislature recently 

passed a law creating a government/industry partnership 

work group for recommending an approach to tackle the 

challenge of effective alerts and warnings to ǘƘŜ ǎǘŀǘŜΩǎ 

populace.  The work group is proposing a state-maintained 

system-of-systems approach serve as a backbone for creating a statewide public warning system.  Local 

systems, regardless of the modes of communication used, would tie into the statewide system.   

¢Ƙƛǎ ƛǎƴΩǘ ŀ ǇƛǇŜŘǊŜŀƳΦ  aŀƴȅ ƻŦ ǘƘŜ ǇƛŜŎŜǎ ŀǊŜ ƛƴ ǇƭŀŎŜΦ  ! ǎȅǎǘŜƳ ŎŀƭƭŜŘ /ŀƭƛŦƻǊƴƛŀΩǎ 9ƳŜǊƎŜƴŎȅ 5ƛƎƛǘŀƭ 

Information Service (EDIS)
2
 has been delivering official information about emergencies and disasters to 

the public and the media since 1990.  The work group believes EDIS can and should be used as the basis 

for the backbone for the statewide system.  Granted, EDIS will need modifications to tie other systems 

together, but it provides a solid platform upon which to start. 

Other pieces include the myriad of notifications/alerts/warnings systems in place throughout the state.  

They can be found in most California counties, and soon in all counties.  After successes of alerts during 

the San Diego fires in 2007, CaƭƛŦƻǊƴƛŀΩǎ DƻǾŜǊƴƻǊ ƻǊŘŜǊŜŘ Ϸн Ƴilƭƛƻƴ ƻŦ ǘƘŜ ǎǘŀǘŜΩǎ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅ 

grant money to be spent to provide notifications/alerts/warning systems for the seventeen counties 

where no systems existed
3
. 

Having the pieces in place is meaningless, if the pieces cannot be integrated to fit together.  Right now, 

ǘƘŜȅ Řƻ ƴƻǘΦ  ¢ƘŜ ǿƻǊƪ ƎǊƻǳǇΩǎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴ ƛƴŎƭǳŘŜǎ ŀ ƘƛƎƘ-level plan for seamlessly integrating 

pieces to fit.  Technical and operational standards are to  be created
4
, and consistency would be 

encouraged with federal initiatives
5
. . 

AmoƴƎ ƻǘƘŜǊ ǘƘƛƴƎǎΣ ǘƘŜ ǿƻǊƪ ƎǊƻǳǇΩǎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ƛƴŎƭǳŘŜΥ 

                                                                 
2
 http://edis.oes.ca.gov/ 

3
 http://gov.ca.gov/index.php?/press-release/8396/ 

4
 The author of this paper has been appointed chair of the technology committee of the work group. 

 
5 Integrated Public Alert and Warning System (IPAWS), a system for the President to deliver alerts to the public, and the 

Commercial Mobile Alert System (CMAS), a federally-mandated notification initiative for cellular carriers. 

Lƴ /ŀƭƛŦƻǊƴƛŀΧƭƻŎŀƭ 

ǎȅǎǘŜƳǎΧǿƻǳƭŘ ǘƛŜ ƛƴǘƻ ǘƘŜ 

statewide system. 
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 Compliance with the Common Alerting Protocol (CAP), a standard for formatting messages so a 

single message can be delivered to various recipients through various media.  (See  

 A Practical Approach, pg 8.) 

 Adoption of standards, processes and procedures established by the state but implemented locally.  

Subject areas would include: 

Á When alerts and warnings should be issued 

Á How they should be issued and who are the authorized alert and warning originators. 

Á Crafting of messages 

Á Speed of delivery and delivery prioritization standards 

Á Coordination of alerts that affect multiple jurisdictions 

 Use of concepts that promote thorough delivery, redundancy, security when necessary, and 

flexibility so alert and warning technologies deployed by local government can continue to be used 

 Concepts and testing to make sure the needs of diverse disability groups are satisfied  

 Creation of a California Public/Private Partnership for Alert and Warning 

 Tools for evaluating, procuring, and implementing vendor products 

THE FEDERAL GOVERNMENT IN THE ACT 

There are also signs the federal government favors the system-of-systems 

concept for notifications/alerts/warnings.  During the last congressional 

session, two bills were pending before Congress which, in effect, called for a 

system-of-systems concept for strengthening national alerting programs.  

Meantime, the Federal Emergency Management Agency (FEMA) has a 

system-of-systems initiative underway.  

One of the bills called for the modernization of the system the President can 

use to alert the public during times of national emergency or during 

incidents of national significance. The Integrated Public Alert and Warning 

System (IPAWS) Modernization Act of 2008
6
 requires not only multiple 

communications technologies be used, but the system be designed to adapt to and incorporate future 

technologies for public communications.  It also called for establishment or adoption of common alerting 

and warning protocols, standards, terminology and operating procedures ς all important tenants of a 

system-of-systems approach.   

The IPAWS management office at FEMA is currently developing ways to create a system-of-systems for 

Presidential alerts.  The concepts being pondered are primarily based on the theory that a national 

framework would be created with a number of different systems seamlessly integrated to it ς all held 

together by a central system:  in other words, a system-of-systems.    

Federal Computer Week cites FEMA officials stating IPAWS will also use mobile media delivery pathsτ 

such as cell phones, pagers, computers and other personal communications devices τ to warn people 

                                                                 
6 GovTrack.us. H.R. 6038--110th Congress (2008): Integrated Public Alert and Warning System Modernization Act of 2008, GovTrack.us 

(database of federal legislation) <http://www.govtrack.us/congress/bill.xpd?bill=h110-6038&tab=summary>  
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through live or pre-recorded messages in audio, video and text and in multiple languages, including 

American Sign Language and Braille
7
. 

Among the considerations will be security, particularly important since multiple systems would be 

άǘƻǳŎƘƛƴƎέ one another.  Security certifications similar to the US 5ŜǇŀǊǘƳŜƴǘ ƻŦ 5ŜŦŜƴǎŜΩǎ Wƻƛƴǘ 

Interoperability Test Command (JITC)
8
 or the National Security Agency processes are being considered. 

The IPAWS office has released a Request for Information (RFI) titled άLt!²{ LƳǇƭŜƳŜƴǘŀǘƛƻƴ {ǳǇǇƻǊǘ 

{ŜǊǾƛŎŜǎέ
9
.  The RFI seeks to gather information to help the IPAWS office determine its strategy for 

ǎǳǇǇƻǊǘƛƴƎ ǘƘŜ tǊŜǎƛŘŜƴǘΩǎ 9ȄŜŎǳǘƛǾŜ hǊŘŜǊ
10

 to ensure that the President can alert and warn the 

!ƳŜǊƛŎŀƴ ǇǳōƭƛŎ άǳƴŘŜǊ ŀƭƭ ŎƻƴŘƛǘƛƻƴǎέ όŀƭƭ ƘŀȊŀǊŘǎύ ŀƴŘ άŀǘ ŀƭƭ ǘƛƳŜǎέΦ  tƻǘŜƴǘƛŀƭ ǘŀǎƪǎ ƛƴŎƭǳŘŜΥ 

 Inventory of federal, state, and local alert and warning systems 

 Modernization and expansion of the Emergency Alert System (EAS)
11

 

 Turning EAS from an analog  system into a digital system so messages can be transmitted via audio, 

text, and media across multiple media 

 Integration of IPAWS networks into a mobile communications vehicle 

 Other implementation services as defined as requirements continue to emerge and develop 

For now, law gives the IPAWS office responsibility only for Presidential messages.  But, if the IPAWS 

initiatives work, and if the Administration and Congress are supportive, the IPAWS system-of-system 

could be expanded beyond Presidential alerts.  

The other bill that went bŜŦƻǊŜ /ƻƴƎǊŜǎǎΣ ά!ƭŜǊǘƛƴƎ [ƛǾŜǎ ǘƘǊƻǳƎƘ 9ŦŦŜŎǘƛǾŜ ŀƴŘ wŜƭƛŀōƭŜ ¢ŜŎƘƴƻƭƻƎƛŎŀƭ 

{ȅǎǘŜƳǎ !Ŏǘ ƻŦ нллуέ
12

, directed the Department of Homeland Security to establish a national public alert 

and warning system.  The bill required the system be integrated and include common alerting and 

warning protocols as well as standards of performance and terminology ς again, qualities of a system-of-

systems.   

Neither bills passed last session, but their introduction is evidence of the growing momentum toward a 

system-of-systems concept and the trend continues.  Plus, US Rep. Mario Diaz-Balart of Florida recently 

announced he is drafting a bill intended to push FEMA to speed development of a warning system that 

would work across multiple platforms, from text to Twitter to whatever comes next.  Diaz-Balart believes 

άthe nation's emergency warning system needs to join the wired and increasingly wireless 21st century.έ 

                                                                 
7 Federal Computer Week; December 15, 2008; http://www.fcw.com/online/news/154685-1.html 

8 http://jitc.fhu.disa.mil/ 

9 Implementation Support Services for FEMA Integrated Public Alert and Warning System (IPAWS); Solicitation Number: IPAWSISS1208; Agency: 

Department of Homeland Security; Office: Federal Emergency Management Agency; Location: MWEOC Acquisition Section. 

10 9ȄŜŎǳǘƛǾŜ hǊŘŜǊ ό9ΦhΦύ моплтΣ άtǳōƭƛŎ !ƭŜǊǘ ŀƴŘ ²ŀǊƴƛƴƎ {ȅǎǘŜƳΣέ ŘŀǘŜŘ WǳƴŜ нсΣ нллсΣ ŘƛǊŜŎǘŜŘ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ IƻƳŜƭŀƴŘ {ŜŎǳǊƛǘȅΣ άǘƻ 

ensure that under all conditions the President of the United States can alert and warn the American ǇŜƻǇƭŜέΦ 

11 ¢ƘŜ 9ƳŜǊƎŜƴŎȅ !ƭŜǊǘ {ȅǎǘŜƳ ό9!{ύ ƛǎ ōŜǎǘ ǊŜŎƻƎƴƛȊŜŘ ōȅ ǘƘŜ ƎŜƴŜǊŀƭ ǇǳōƭƛŎ ǘƘǊƻǳƎƘ ǘƘŜ ά¢Ƙƛǎ ƛǎ ŀ ¢ŜǎǘΧέ ŀƴƴƻǳƴŎŜƳŜƴǘǎ ƳŀŘŜ Ƴƻnthly on 

radio and TV stations. 

12 GovTrack.us. H.R. 6392--110th Congress (2008): Alerting Lives through Effective and Reliable Technological Systems Act of 2008, GovTrack.us 

(database of federal legislation) <http://www.govtrack.us/congress/bill.xpd?bill=h110-6392&tab=summary> 

http://www.fcw.com/online/news/154685-1.html
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''The more ways in which the public can be warned, the better they can react,'' said the Miami Republican 

during a House subcommittee hearing on national and state hurricane preparedness held in Miami.  Also 

in attendance were weather forecasters and federal, state, local and Red Cross emergency managers.
13

 

NOTIFICATION CRITERIA IN NATIONAL FIRE ALARM CODE 

Another sign of momentum towards the system-of-system approach is pending revisions of the National 

Fire Alarm Code.  The National Fire Protection Association (NFPA) modified its 2007 fire alarm standards 

resulting in over 700 code changes
14

.   One of the changes provides a link between άŦŀŎƛƭƛǘȅέ ƴƻǘƛŦƛŎŀǘƛƻƴ 

systems, such as alarms and loud speech enunciators and άǇŜǊǎƻƴŀƭέ ƴƻǘƛŦƛŎŀǘƛƻƴ ǎȅǎǘŜƳǎΣ ǎǳŎƘ ŀǎ ŀǳǘƻ-

dial and text messaging systems.   

The fire alarm code Ƙŀǎ ƘƛǎǘƻǊƛŎŀƭƭȅ ƭƛƳƛǘŜŘ ƛǘǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άƳŀǎǎ ƴƻǘƛŦƛŎŀǘƛƻƴέ ǘƻ ŦŀŎƛƭƛǘȅ-type warnings.  

Annex E, Mass Notification Systems (MNS) of the NFPA 72, National Fire Alarm Code, defines MNS as a 

άǎȅǎǘŜƳ ǳǎŜŘ ǘƻ ǇǊƻǾƛŘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ƛƴǎǘǊǳŎǘƛƻƴǎ ǘƻ ǇŜƻǇƭŜ ƛƴ ŀ ōǳƛƭŘƛƴƎΣ ŀǊŜŀ ǎƛǘŜ ƻǊ ƻǘƘŜǊ ǎǇŀŎŜ 

using intelligible voice communications, visible signals, text, graphics, tactile or other communications 

methods.έ
15

  

Under proposed changes, the term Mass Notification Systems would be abandoned and replaced by the 

term Emergency Communications Systems (ECS).  The definition will be broadened significantly and 

broken down into three areas:  

1. Systems in Buildings:  similar to traditional definition for facility 

or building notifications, restricted to the physical facility 

affected. 

2. Wide-Area Systems:  the area surrounding a facility or building 

(i.e. college campus). 

3. Distributed Recipient Notification:  Expanded beyond the facility and the area, to be accomplished 

through means such as telephone calls, text messaging, and emails. 

Meantime, similar changes have been made to the regulations governing military buildings using these 

new criteria.  The US Department of Defense Unified Facilities Criteria (UFC) 4-021-01 of April 2008, 

ά5ŜǎƛƎƴ ŀƴŘ hϧa ŦƻǊ aŀǎǎ bƻǘƛŦƛŎŀǘƛƻƴ {ȅǎǘŜƳǎέ mandates future MNS for military installations stating 

the benefits of a combined system
16

  which will ŎƻƻǊŘƛƴŀǘŜ ǿƛǘƘ ǘƘŜ ƴŜǿ ƴŀǘƛƻƴŀƭ άǇǳōƭƛŎ ŀƭŜǊǘ ŀƴŘ 

ǿŀǊƴƛƴƎ ǎȅǎǘŜƳέ ǊŜǉǳƛǊŜŘ ōȅ 9ȄŜŎǳǘƛǾŜ hǊŘŜǊ моплт ƻŦ ну WǳƴŜ нллсΦ  (See The Federal Government in 

the Act above.)  This adds further credence to a system-of-systems approach.  

 
                                                                 
13 άbŀǘƛƻƴŀƭ IǳǊǊƛŎŀƴŜ /ŜƴǘŜǊ ¦ǊƎŜŘ ǘƻ ¦ǇŘŀǘŜ ²ŀǊƴƛƴƎ {ȅǎǘŜƳέΣ aƛŀƳƛ IŜǊŀƭŘΣ aŀȅ мΣ нллфΦ http://www.miamiherald.com/news/miami-
dade/story/1028520.html 
 
14

http://www.nfpa.org/assets/files//PDF/Proceedings/Functional_Challenges_of_Integrating_Mass_Notification_and_F.pdf -Scott Lacey, Lacey 

Fire Protection, 2007. 

15
 2007 Edition of NFPA 72, National Fire Alarm Code, National Fire Protection Association. 

 
16

 http://www.wbdg.org/ccb/DOD/UFC/ufc_4_021_01.pdf , Department of Defense Unified Facilities Criteria, April 2008. 

http://www.miamiherald.com/news/miami-dade/story/1028520.html
http://www.miamiherald.com/news/miami-dade/story/1028520.html
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A PRACTICAL APPROACH 
Initially, the managed system-of-systems approach could seem daunting ς too many moving parts.  Yet, 

ƛǘΩǎ ƴƻǘ ƛƳǇǊŀŎǘƛŎŀƭΦ   Standards, governance and management process will provide the discipline and 

structure to make it happen. 

STANDARDS 

Standards are being developed to ensure the various alert & warning systems can communicate.  The 

most significant is Common Alerting Protocol (CAP).  Modifications in the National Fire Code could 

become more significant in the notifications/alerts/warnings arena, too. 

COMMON ALERTING PROTOCOL (CAP) 

/!t ƛǎ άŀ ǎƛƴƎƭŜ ƳŜǎǎŀƎŜ ŦƻǊƳŀǘ ǿƛǘƘ ǘƘŜ ŜǎǎŜƴǘƛŀƭ ŦŜŀǘǳǊŜǎ ǘƻ ƘŀƴŘƭŜ ŜȄƛǎǘƛƴƎ 

ŀƴŘ ŜƳŜǊƎƛƴƎ ŀƭŜǊǘ ǎȅǎǘŜƳǎ ŀƴŘ ǎŜƴǎƻǊ ǘŜŎƘƴƻƭƻƎƛŜǎΦέ
17

  Thus, CAP would 

provide a messaging structure to be used by the various systems which make up 

the system-of-systems.   

CAP is not universally used by vendors who provide notification and alerting technology, but its 

acceptance is growing as evidenced by:   

 An increasing number of vendors are claiming CAP compliance 

 Requirements for CAP compliance are beginning to show up in local government procurement 

solicitation documents 

 FEMA has announced its intention to use CAP as part of re-design of its next generation EAS system 

to ensure that the President is able to issue alerts
18

 when warranted 

 The International Telecommunications Union has recommend CAP for worldwide deployment
19

 

The Organization for the Advancement of Structured Information Standards (OASIS)
20

 has been the lead 

international body in development of CAP and related standards.  Subcommittees made up of industry 

and practitioners have been set up, and work groups are being formed. 

Meantime, other organizations are being formed to develop both technological and operational 

standards.  For example, a group called ά/!t ǘƻ CƛȄŜŘκaƻōƛƭŜ !ƭŜǊǘ 5ŜǾƛŎŜǎ LƴŘǳǎǘǊȅ /ƻŀƭƛǘƛƻƴέ Ƙŀǎ ōŜŜƴ 

formed by several companies
21

 to develop emergency message presentation/display standards and to 

coordinate with other stakeholders (e.g. FEMA, Federal Communications Commission, Congress, states).  

                                                                 
17

 CAP Fact Sheet, CAP Cookbook, www.incident.com 

18
 http://www.fema.gov/news/newsrelease.fema?id=45424 

19
 http://www.itu.int/ITU-T/newslog/Common+Alerting+Protocol+Becomes+ITUT+Recommendation.aspx 

 
20

 http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=emergency#overview 
21

 Northrop-DǊǳƳƳŀƴΣ Dƭƻōŀƭ {ŜŎǳǊƛǘȅ {ȅǎǘŜƳǎΣ {ƛƭƛŎƻƴ [ŀōǎΣ ŀƴŘ !ƳŜǊƛŎŀΩǎ 9ƳŜǊƎŜƴŎȅ bŜǘǿƻǊƪ 
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Assess

Design

Business Case

Manage

Promote

The organization wants to make sure equipment manufacturers incorporate their standards into the 

respective mobile/fixed devices. 

MANAGED PROGRAM 

Secondly, a system-of-system concept requires a different thought process from the get-go.  The answer 

is not simply buying a notification solution from a vendor, going through training, and expecting success 

to occur.  Instead, the mission must be approached as a managed program. 

The success of a managed program is largely dependent on understanding, 

design, control, and promotion of the system-of-systems.  It must be properly 

built and managed - accomplished only after a good understanding is 

ŘŜǾŜƭƻǇŜŘΦ  ¢ƘŜƴΣ ƻƴŎŜ ƛƴ ǇƭŀŎŜΣ ƛǘ Ƴǳǎǘ ōŜ άǎƻƭŘέ ōƻǘƘ ƛƴǘŜǊƴŀƭƭȅ ŀƴŘ 

externally.  This means a specific process with five definitive steps.  Once the 

ǇǊƻŎŜǎǎ ŀƴŘ ǎǘŜǇǎ ŀǊŜ ƪƴƻǿƴΣ ƛǘΩǎ ŀ ƳŀǘǘŜǊ ƻŦ ƛƳǇƭŜƳŜƴǘƛƴƎ ǘƘŜ ǇǊƻŎŜǎǎ ŀƴŘ 

following the steps.  

First, an Assessment must be conducted.  It is followed by development of a 

Business Case, a document and exercise that serves as a guide for going 

forward and a means for winning buy-in.  Design, management, and 

promotion are next. 

The level of effort will depend on the organization (or organizations) involved.  Large, complex 

organizations will naturally require more effort.  Smaller organizations would be well-served to follow the 

process, even if the level of effort is low.   

With these five things properly done, a notification/alert/warning program will be successful.  

ASSESSMENT 

Good understanding comes from an Assessment ς a specific process that creates a solid detailed 

ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ άǿƘŀǘέ ƛǎ ǘƻ ōŜ ŀŎŎƻƳǇƭƛǎƘŜŘ ŀƴŘ ƭƛƪŜƭȅ ǘƻ ōŜ ŜƴŎƻǳƴǘŜǊŜŘΦ  ό¢Ƙƛǎ ƛǎ ƴƻǘ ǘƘŜ άƘƻǿέ ǘƻ 

accomplish; that comes later.) 

The Assessment Plan should be tied to a Vision and Mission.   The Vision is, in effect, a statement of what 

the program will look like when it is fully in place.  Then, a Mission is established.  The Mission states how 

the Vision will be accomplished.   

Then, Requirements and Constraints should ōŜ ƛŘŜƴǘƛŦƛŜŘΦ  LǘΩǎ ŀ ƎƻƻŘ ƛŘŜŀ ǘƻ ŎƭŀǎǎƛŦȅ ŀƴŘ ǇǊƛƻǊƛǘƛȊŜ 

Requirements and Constraints based on importance and significance, and to make sure various elements 

are included (Technology, Management, Governance, Promotion).  Next, an inventory of Communities of 

LƴǘŜǊŜǎǘ Ƴǳǎǘ ōŜ ŎƻƴŘǳŎǘŜŘΦ  CǊƻƳ ǿƘŀǘ ƎǊƻǳǇǎ ǿƛƭƭ Ψōǳȅ-ƛƴΩ ŀƴŘ ǇŀǊǘƛŎƛǇŀǘƛƻƴ ōŜ ƴŜŜŘŜŘ ƛƴ ƻǊŘŜǊ ǘƻ 

ŜƴǎǳǊŜ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ǎǳŎŎŜǎǎΚ 

With these pieces in place (Vision, Mission, Requirements/Constraints, Communities of Interest) the 

investigation can begin.   It is often a good idea to conduct a Preliminary Investigation to get a surface-

level overview.  Armed with this preliminary report, one could then hone in on the specifics appearing  to 

be most significant.  
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The Assessment should identify priorities, issues likely to develop, and critical success factors.  Among 

other things, the Assessment needs to carefully address contact data, whether for the general public or 

internal staff.  Contact information will often come from multiple sources, and will change often.  

Methods, processes, and technology exist to mitigate the diversity and change of contact data, but 

mitigation cannot begin until an understanding is developed through the Assessment.   Questions to be 

addressed include: 

 What are the sources of the data? 

 What are the data formats? 

 How often does the data change? 

 Are there security issues related to gathering, then using, the data? 

 Does the data even exist?  If not, how are you going to get it?  (Citizen registration portals are 

becoming increasingly popular.)  

 

             

 

To develop the Assessment, stakeholder collaboration will be required and senior officials must 

participate.  Without buy-in and involvement from the top, the program will not be successful. 

DESIGN 

With the Assessment in place, design of the system-of-systems can begin.  (Without the Assessment, the 

Design is really not possible.)  Design complexity can range from very simple to very complicated, 

depending on the results of the Assessment.  Regardless of degree of complexity, technology design 

should include a center point ς the framework that controls the systems.  Depending on the complexity, 

outside resources may be required ς perhaps a systems integrator who has expertise with 

notifications/alerts/warnings technologies.  Solution provider vendors should provide input.   Like the 

Assessment, Design needs to address contact data.  

Elements of good technology design for notifications/alerts/warnings include: 

 Architecture:  Does it support the system-of-system approach?  Does it provide bi-directional 

Application Program Interfaces (APIs) to interface to external systems?  Does it cooperate with other 

systems such as incident management and dispatch? 

 Functionality:  Does the system-of-ǎȅǎǘŜƳέ ŎƻƴǘǊƻƭƭŜǊέ Řƻ ǿƘŀǘ ƛǘ ƛǎ ǎǳǇǇƻǎŜŘ ǘƻ ŘƻΚ  ²Ƙŀǘ ŀōƻǳǘ ǘƘŜ 

sub-systems?  Are the sub-systems open-ended to allow customization and expansion?  Would both 

public notification and first responder notifications be accommodated? 

Assess

Vision Mission Requirements Constraints Inventory
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 Speed:  Will the design support quick notifications and the capacity needed?  (This could be a big 

challenge in serious events with widespread impact.) 

 Usability:  Is it easy to use for both entry-level as well as expert users?  This is particularly important 

considering the challenging operational environment. 

 Practicality:  Does the design support concepts that can be implemented within a reasonable amount 

of time, and with available funds?  Can existing infrastructure be used? 

 Data Management:  Does the design accommodate diverse and dynamic data sources?  Can it 

support integration tools needed for extract/transform/load (ETL) operations?  Can it feed-back 

information to external systems for synchronization?  Will it accommodate citizen registrations? 

 Evolving Technology:  Does it support the fact the environment will change, particularly considering 

the evolution of communication preferences? 

 

BUSINESS CASE 

An effective way to approach a managed project is through development of a business case.  (Many 

organizations require one.)  Done right, a business case is more than a justification.  It forces 

consideration of factors that can make or break a project.  Plus, it establishes a go-forward plan.  Even if 

not required for approval of a project, a strong business case can set the stage for success.   

The Business Case should be a collaborative document with input from various stakeholders.  Then, it 

should be kept alive, with updates and modifications, even after approval.  ! ǎǘǊƻƴƎ ōǳǎƛƴŜǎǎ ŎŀǎŜ ŘƻŜǎƴΩǘ 

need to be long, but it should be thorough.   

¢ƘŜ .ǳǎƛƴŜǎǎ /ŀǎŜ ǿƛƭƭ ōŜ ǘƘŜ ƎǳƛŘŜ ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ǇǊƻƧŜŎǘΦ  tƭǳǎΣ ƛǘΩǎ ŀƴ ŜȄŎŜƭƭŜƴǘ ǿŀȅ ŦƻǊ ƻōǘŀƛƴƛƴƎ ōǳȅ-in 

from stakeholders (including those who hold the purse strings).   

Design

Architecture Functionality Speed Usability Practicality
Data 

Management
Evoloving 
Technolgy


