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NOTIFICATIONS, ALERVARNINGS: THE NBKNERATIO_

INTRODUCTIONREACT TOODAYS REALITY

An evolution is occurring in the way people are notified, alerted, an IL
warned. The change is not based on a particular emerging technology, b I8
NFGKSNI I ySé I LILINRI OK® LiQa |y

people relate to important informationL. G Q& | fF NHS Y2@Ay3d Ul | SuH

First, there is significant diversity in the way people receive and react to important information. Some
people use the latest communications modes. Others are more traditionally minded. Some business
people rely heavily m email while the younger generation thinks email is passé, preferring instead to use
GSEG YSaal3aay3da o6{a{0o {2YS LIS2LX S NBfte vYzailte 2y
have one. Still others consider social media their primary commimic Yy Y2 RS> gKAt S Yl y@
even know what social media is. All the while, broadcast radio and television are still viable ways to
transmit critical information; however cable, satellite, and-lore web stations and services have

complicated the fture.

Additionally, individuals who are visiompaired, deaf, hard of hearing, debfind, mobility challenged or
have a speech disability rely on yet different med& communication

Compounding this moving target is that communications prefereratemge often. Think back a few
@Sl NAO® I NB @2dz O2YYdzyAOFGAy3a GKS &alryYS ¢glLe& &2dz 2y
significantly changed the way you communicate.

Despite the diverse and dynamic way people communicate, government clearlg fesponsibility to
make sure critical information is communicated quickly throughout the myriad of communication options.
This is true both in communications to the general public, and to first respongleeyy often from
diverse organizations. The bmband constantiychanging environment makes the challenge especially
difficult.

SOLUTION SYSTEMOFSYSTEMS

Creative problerrsolvers are realizing the solution is an appro#iwdt mitigatesthe diversity and change
challengewhile embracing it. Ratherktl Yy RSLISYRAy 3 2y alLISOATAO Y2RSa
looking toward amanaged systerof-systemsapproach with flexibility buin to adjust and adapt to

change.

NSy

Typically, a systerof-systems is a collection of taskiented or dedicated systemsghich pool resources

and capabilities to obtain a coalesced, more complex, 'rsgtem’ offering more functionality and
performance than simply the sum of the constituent systems. In the case of
notifications/alerts/warnings, the systerof-systems approeh means multiple systems are used
collectively to ensure information is delivered quickly and efficiently to a diverse population with dynamic
communications preferences. In essence, where one system may fall short, another picks up.

An example of a sysin-of-systems with multiple systems working together:

. making telephone calls based on a geographic list or special groups

! http://en.wikipedia.org/wiki/System_of _systems
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o placing calls to cefihones based on their location

. sounding sirens, or other Mass Notification Systéonduildings and campuses

. posting messages on social media

. popping up messages on desktops (instant messaging)

. sending SMS text messages through priority pathways

. ensuring special needs communities are informed through TDD/TTY and other devices such as e
mail with link to MultiMedia System (MMS) for people who rely on American Sign Language

. displaying messages on digital signs, (AMBER alerts)

. broadcasting messages to encoded receivers via FM radio

. sending messages to ovre-air and web media

Landline
Phones

Future? Cell Phones

N Location

NEERS
Devices based Cell

Text
FM Radio Messages

—
SN’ N’

Messages would be targeted to specificpulations, and would be crafted to take into consideration the
social realities of notifying, warning, and alerting the public. (Who should get the message, what should
the message say, and from whom should it come?)

The natifications/alerts/warning prgram would bemanaged meaning a specific process would be
followed for design, sustainment, flexibility, and keeping the system fresparticular challenge where
fluid contact data is concerned.

/ SNIIFAytezr GKSNBQa y2 &Ktainla SySterdf-Systends. dAidhivkiGoage OK2 2 & |
search will produce over one hundred companies with notification/alerts/warnings technology to offer.
Still others are being developed. For the most part, however, the vendors specialize in specific types of
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message delivery. Linked together, though, varied solutions can produce a powerful package which
serves the public quite effectively, significantly enhancing public safety and goodwill. Greater success
would ensue, and be more rewarding for all invalve

MOMENTUMBUILDING

Recent developments document a movement toward a systésystems approach for
notifications/alerts/warnings.

CALIFORNIAAKES THEEAD

\

In a state where the pogation is large and diverse wit

; ; P i Ly [/t AFT2Ny
particularly volatile threats, the California legislature recen o
passed a law creating a government/industry partners aeausSYaxg?2dz I
work group for recommending an approach to tackle t statewide system.
challenge of effective alerts and warnings oK S &
populace. The work group is proposing a staigintained
systemof-systems approach serve as a backbone for creating a statewide public warning system. Local

systems, regardless of the modes of communication used, would tie into the stateystEm.

.

¢CKA& AayQid | LALSRNBIYO® alye 2F GKS LASOSa | NB
Information Service (EDf3)as been delivering official information about emergencies and disasters to
the public and the media since 1990’he work group believes EDIS can and should be used as the basis
for the backbone for the statewide system. Granted, EDIS will need modifications to tie other systems
together, but it provides a solid platform upon which to start.

Other pieces includ¢he myriad of notifications/alerts/warnings systems in place throughout the state.
They can be found in most California counties, and soon in all counties. After successes of alerts during
the San Diego fires in 2007,fCA T2 Ny A Q& D2 Qi M2 NI2FNRIKNS Ra (B Hi S &
grant money to be spent to provide notifications/alerts/warning systems for the seventeen counties
where no systems existéd

Having the pieces in place is meaningless, if the pieces cannot be integrated to fit tog&ight now,
iKSe R2 y2i009 ¢KS 62NJ] 3 NE dzleielEplarNr GeaMlysSly iRegiating y
pieces to fit. Technical and operational standaate to be created, and consistency would be
encouraged with federal initiativés.

Amoy3d 20GKSNJ GKAYy3IEAX GKS g2N] 3INRdAzLIQAa NBO2YYSYyRFIGAZ2Y A

2 http://edis.oes.ca.gov/
8 http://gov.ca.gov/index.php?/presselease/8396/
*The author of this paper has been appointed chair of the technology committee of the work group.

5Integrated Public Alert and Warning System (IPAWS), a system for the President to deliver alerts ublitheapd the
Commercial Mobile Alert System (CMAS), a federaipdated notification initiative for cellular carriers
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. Compliance with the Common Alerting Protocol (CAP), a standard for formatting messages so a
single message can be delivered to various recipients through various media. (See

. A Practicahpproach pg 8.)

. Adoption of standards, processes and procedures established by the state but implemented locally.
Subject areas would include:

A When alerts andvarnings should be issued

How they should be issued and who are the authorized alert and warning originators.

Crafting of messages

Speed of delivery and delivery prioritization standards

A Coordination of alerts that affect multiple jurisdictions

v Dy D D> D

. Use of conceptghat promote thorough delivery, redundancy, security when necessary, and
flexibility so alert and warning technologies deployed by local government can continue to be used

. Concepts and testing to make sure the needs of diverse disabiitypgrare satisfied

. Creation of a California Public/Private Partnership for Alert and Warning

. Tools for evaluating, procuring, and implementing vendor products

THEFEDERA(GGOVERNMENT IN TAET

There are also signs the federal gawaent favorsthe systemof-systems
concept for notifications/alerts/warnings. During the last congressional
session, wo billswere pending before Congress which, in effect, edfior a
systemof-systems concept for strengthening national alerting programs.
Meantime the Federal Emergency Management Agency (FEMA) has a
systemof-systems initiative underway.

One of the billcalled for the modernization dhe system the President can
use to alert the public during times of national emergency or during
incidents of mtional significance. The Integrated Public Alert and Warning
System (IPAWS) Modernization Act of 20@8juires not only multiple
communications technologies be used, but the system be designed to adapt to and incorpdrate
technologies for pubti canmunications. It also callefdr establishment or adoption of common alerting
and warning protocols, standards, terminology and operating procedgralf important tenants of a
systemof-systems approach.

The IPAWS management office at FEMIAurrently developing ways to create a systesfisystems for
Presidential alerts. The concepts being pondered are primarily based on the theory that a national
framework would be created with a number of different systems seamlessly integratedctalitheld
together by a central system: in other words, a systefsystems.

Federal Computer Week cites FEMA officials staftWS wilalso use mobile mediadelivery paths
such as cell phones, pagers, computers and other personal communications devicesiarn people

6 GovTrack.us. H.R. 603BLOth Congress (2008): Integrated Public Alert and Warning System Modernization Act of 2008, GovTrack.us
(database of federal legislation) <http://www.govtrack.us/congress/bill.xpd?bill=R80BB&tab=summary>
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through live or prerecorded messages in audio, video and text and in multiple languages, including
American Sign Language and Bréille

Among the considerations will be security, particularly important since multiple systems would be
& G 2 dzO &nk yabther.  Security certifications similar to théS5 SLIF NI YSy G 2F 5S¥Sya
Interoperability Test Command (JIT @) the National Security Agency processes are being considered.

The IPAWS office has released a Request for Information (RFl)dtitled ! 2 { L YLX SYSyidl GA2Y
{ $ NI’ OBedRF| seeks to gather information to help the IPAWS office determine its strategy for
AdzLILR NI AY3 GKS t NB &LtoReBsyird that the® Présidleizti da Slert aRwaNJIthe

' YSNX OF vy  LJdzo2tyARDR (dAd2yyRa&ENJ oFFtfff KT F NRao FyR alFd FEf GA
. Inventory of federal, state, and local alert and warning systems
. Modernization and expansion of the Emergency Alert System ](JEAS)

. Turning EAS from an analog system into a digital syste messages can be transmitted via audio,
text, and media across multiple media

. Integration of IPAWS networks into a mobile communications vehicle

) Other implementation services as defined as requirements continue to emerge and develop

For now, law giveshe IPAWS office responsibility only for Presidential messages. But, if the IPAWS
initiatives work, and if the Administration and Congress are supportive, the IPAWS syfstgsiem
could be expanded beyond Presidential alerts.

The other billthat went bS¥2NBE / 2y aANB&aasx a! f SNIAYy3I [ABSa (KNRJIAK
{eadsSya ! '®direckdthe Deparynént of Homeland Security to establish a national public alert

and warning system. The bill requiréhe system be integrated and incladcommon alerting and

warning protocols as well as standards of performance and terminajageain, qualities of a systeof-

systems.

Neither bills passedlast session put their introductionis evidence of the growing momentum toward a
systemof-systens concept andhe trend continues Plus,USRep. Mario DiaBalartof Florida recently
announced l is drafting a bill intended to pusREMAto speed development of a warning system that
would work across multiple platforms, from text to Twitter to whagéexcomes next.DiazBalart believes

¢the nation's emergency warning system needs to join the wired and increasingly wireless 21st €entury.

" Federal Computer Week; December 15, 20ag://www.fcw.com/online/news/1546851.html
8 http:/fjitc.fhu.disa.mil/

? Implementation Support Services for FEMA Integrated Public Alert and Warning System (IPAWS); Solicitation Number: IFg\A(G88/1:20
Department of Homeland Security; Office: Federal Emergency Management Agency; Location: MW@ Eection.

Y9 ESOdzi A BS hNRSNI 69dhd0 mMonnTs atdzofAd ! €SNI FyR 2 NYyAWR(@&Ea @sivze F
ensure that under all conditions the President of the United States can alert and warn the AnieiécanLJt S ¢ @

¢ kS 9YSNBSYyOe !fSNI {eadsSy 69! {0 Ara o6Sad NBO23IyAl SR oeénthysnS ISy SNI €
radio and TV stations.

2GovTrack.us. H.R. 639P10th Congress (2008): Alerting Lives through Effective afabReTechnological Systems Act of 2088y Track.us
(database of federal legislatioghttp://www.govtrack.us/congress/bill.xpd?bill=h13&B92&tab=summary>
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"The more ways in which the public can be warned, the better they can react," said the Miami Republican
during a House subcommittee hearing on national and state hurricane preparedness held in Miami. Also
in attendance were weatheforecasters and fede, state, local and Red Cross emergency mana@ers

NOTIFICATIOSRITERIA INATIONAIHREALARMCODE

Another sign of momentuntowardsthe systemof-system approaclis pending revisions of the National

Fire Alarm Code. The National Fire Protection Association (Nikdtijed its 2007 fire alarm standards

resulting in over 700 code chandés One of the changes providadink betweend® F OAf A &é y23GA T
systems, sch as alarms and loud speech enunciators andlSNR 2y I £ ¢ y20AFAOI-GA2Yy ae.
dial and text messaging systems

The fire alarm cod& | & KA aAG2NRA Ol ftt & fAYAGSR Ala tRSHmigs.GA2y 27F
Annex E, Mass Ndittation Systems (MNS) of the NFPA Mational Fire Alarm CodelefinesMNSas a
GaeaidasSy dzaASR (2 LINPOARS AYyTF2NXIGAZ2Y YR AyadNuzOdaz2
usingintelligible voice communications, visible signals, text, graphtactile or other communications

methodsé™

Under proposed changes, the term Mass Notifima Systems would be abandonead replaced by the
term Emergency Communications Systems (ECS). The definition will be broadened significantly and
broken downito three areas:

1. Systems in Buildingssimilar to traditional definition for facility
or building notifications, restricted to the physical facility {
affected.

2.  Wide-Area Systems: the area surrounding a facility or building
(i.e. college campus).

3. Distributed RecipientNotification: Expanded beyond the facility and the area, to be accomplished
through means such as telephone calls, text messaging, and emails.

Meantime, similar changes have been made to the regulations govgmilitary buildingsusingthese

new criteria The US Department of Defense Unifi€@cilities Criteria (UF@-021-01 of April 2008,
65SaA3dy |yR hga ¥F2N arhaddatesttare MNSfoOmilitary thsfallafiobsitatiSyy a €

the benefits of a combined systéehhwhichwill 02 2 NRAY S sAGK GKS ySg yI GAz
G NYyAy3 dea0SYé NBIlddZANBR 0é& 9 HStHIFeddSl GhvRENIinmo n T
the Actabove.) This addfurther credence toa systerrof-systems approach.

BabtGA2yFE 1 dNNAOLYS /SyiGdSNI ! NESR (2 ! LIRHtpi/Swweniamifekald Som/phedvaimidny ¢ = a Al YA
dade/story/1028520.html

14http://www.nfpa.org/assets/fiIes//PDF/Proceedings/FunctionaI_ChaIIenges_of_Integrating_Mass_Notificati0n_and-_SEv:wdf_acey, Lacey
Fire Protection, 2007.

152007 Edition of NFPA 72, National Fire Alarm Code, National Fire Protection Association.

16 http://www.wbdg.org/cch/DOD/UFC/ufc_4_021_01.pdf , Department of Defense Unified Facilities Criteria, April 2008.
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APRACTICAAPPROACH

Initially, the managed systernf-systems approach could seem dauntiotpo many moving parts. Yet,
Al Qa yz2i0 standaxds goveindhtef adnanagement proceswill provide the discipline and
structure tomake it happen.

STANDARDS

Standards are being developed to ensure the various alert & warning systems can communicate. The

most significant is Common Alerting Protocol (CAR)odifications in the National Fire Code could
become more significant in theotifications/alerts/warnings arena, too.

COMMONALERTINE®ROTOCO(CAP)

g /vt A& aF aAay3atsS yvySaal3aS F2N¥IG sAGK

0K

FYR SYSNHAy3 |fSNI &éad’yraus, ICHRwoddSy & 2 NJ |
4 provide a messaging structure b@ used by the various systemich make up

the systemof-systems.

CAP is not universally used by vendors who provide notification and alerting technology, but its
acceptance is growing as evidenced by:

. An increasing number of vendors are claiming?@ampliance

. Requirements for CAP compliance are beginning to show up in local government procurement
solicitation documents
. FEMA has announced its intention to use CAP as partadsign of its next generation EAS system

to ensure that the President &ble to issue alerté when warranted
. The International Telecommunications Union has recommend CAP for worldwide depl&i’/ment

The Organization for the Advancement of Structured Information Standards (@Aﬁleeen the lead
international body in developmerof CAP and related standards. Subcommittees made up of industry
and practitioners have been set up, and work groups are being formed.

Meantime, other organizations are being formed to develop both technological and operational

standards. For example,ggoup calledd / ! t (2 CAESRkaz2zo0AfS ! ESKL a5688¢Sa

formed by several compani@sto develop emergency message presentation/display standards and to
coordinate with other stakeholders (e.g. FEMA, Federal Communications Comm3sigress, states).

" CAP Fet Sheef CAP Cookbook, www.incident.com
'8 http://www.fema.gov/inews/newsrelease.fema?id=45424
19 http://www.itu.int/ITU -T/newslog/Common-+Alerting+Protocol+Becomes+ITUT+Recommendation.aspx

0 http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=emergency#overview
ZNorthropD NHzY Yy Df 206t { SOdNRGe {eadisSvyas {AtAO2y [loaz |yR
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The organization wants to make sure equipment manufacturers incorporate their standards into the
respective mobile/fixed devices.

MANAGEOPROGRAM

Secondly, a systemwf-system concept requiresa different thoughtprocessfrom the getgo. The answer
is not simply buying a notification solution from a vendor, going through training, and expecting success
to occur. Instead, the mission must be approached amaaged program

The success of a managed program is largelyedéent on understanding, ‘ ﬂ

design, control, and promotion of the systemfisystems. It must be properly
built and managed- accomplished only after a good understanding is
RSOSt 2LISR® ¢tKSy>x 2y0S Ay LX I OS>z A
externally. Tis means a specific process with five definitive steps. Once the

I

1
moé dazt
"‘ﬁzT

1Y
Yl G

LINEPOS&aa FyR &aiSLA FFNB l1yz2syz AlQa AY LI
following the steps.
e |
Hrst, an Assessment must be conducted. It is followed by development of a
Business Case, @ocument and exercise that serves as a guide for going L€

forward and a means for winning biry. Design, management, and
promotion are next.

The level of effort will depend on the organization (or organizations) involved. Large, complex
organizations wilhaturally require more effort. Smaller organizations would be ‘setied to follow the
process, even the level of effort is low.

With these five things properly done, a notification/alert/warning program will be successful.

ASSESSMENT

Good undersainding comes from an Assessmenta specific processhat creates a solid detailed
dzy RSNE Gl yRAY3 2F aegKFié Aa G2 o6S 002YLX AaKSR | yR
accomplish; that comes later.)

The Assessment Plan should be tied tdision and Mission. The Vision is, in effect, a statement of what
the program will look like when it is fully in place. Then, a Mission is established. The Mission states how
the Vision will be accomplished.

Then, Requirements and Constraints shodld A RSy A FASR® LGdQa | 3I22R AR
Requirements and Constraints based on importance and significance, and to make sure various elements

are included (Technology, Management, Governance, Promotion). Next, an inventory of Comsriniti
LYGSNBald Ydzad 0S O2yRdzOGSR® | §RR I MNKIADA BINE 8zRI 5 5€ |
Syadz2NB GKS LINPINIYQa adz00Saak

With these pieces in place (Vision, Mission, Requirements/Constraints, Communities of Interest) the
investigation can bgin. It is often a good idea to conduct a Preliminary Investigation to get a surface

level overview. Armed with this preliminary report, one could then hone in on the specifics apgpéaar

be most significant.

A Practical ApproachGalain Solutions, LLC



NOTIFICATIONS, ALERVARNINGS: THE NBKNERATIO_

The Assessment should identify prioritjeissues likely to develop, and critical success factors. Among
other things, the Assessment needs to carefully address contact data, whether for the general public or
internal staff. Contact information will often come from multiple sources, and widinge often.
Methods, processes, and technology exist to mitigate the diversity and change of contact data, but
mitigation cannot begin until an understanding is developed through the Assessment. Questions to be
addressed include:

¢ What are the sourcesfdhe data?

¢ What are the data formats?

e How often does the data change?

e Are there security issues related to gathering, then using, the data?

e Does the data even exist? If not, how are you going to get it? (Citizen registration portals are
becoming increaagly popular.)

Assess

Vision Mission Requirements Constraints Inventory

To develop the Assessment, stakeholdasllaboration will be requiredand senior officials must
participate. Without buyin and involvement from the top, the program will not be successful.

DESIGN

With the Assessment in place, design of the syst#rmystems can begin. (Without the Assessment, the
Design is really not possible.) Design complexity can range from very simple to very complicated,
depending on the results of the Assessment. Regasdi#sdegree of complexity, technology design
should include a center poirg the framework that controls the systems. Depending on the complexity,
outside resources may be requiredq perhaps a systems integrator who has expertise with
notifications/alertgwarnings technologies. Solution provider vendors should provide input. Like the
Assessment, Design needs to address contact data.

Elements of good technology design for notifications/alerts/warnings include:

e Architecture Does it support thesystemof-system approach? Does it provide-diiectional
Application Program Interfaces (APIs) to interface to external systems? Does it cooperate with other
systems such as incident management and dispatch?

e Functionality Does the systerof- & & (i SYYUENRG2f SNE R2 6KI G AdG A& adzlla
subsystems? Are the stdystems operended to allow customization and expansion? Would both
public notification and first responder notifications be accommodated?

A Practical ApproachGalain Solutions, LLC
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e Speed Will the design support dek notifications and the capacity needed? (This could be a big
challenge in serious events with widespread impact.)

o Usability Is it easy to use for both enttgvel as well as expert users? This is particularly important
considering the challenging epational environment.

e Practicality Does the design support concepts that can be implemented within a reasonable amount
of time, and with available funds? Can existing infrastructure be used?

e Data Management Does the design accommodate diverse andadyic data sources? Can it
support integration tools needed for extract/transform/load (ETL) operations? Can itbfeed
information to external systems for synchronization? Will it accommodate citizen registrations?

e Evolving TechnologyDoes it suppdrthe fact the environment will change, particularly considering
the evolution of communication preferences?

Design

Architecture = Functionality Speed Usability Practicality Manggteament Eggg?]\g%%,

BUSINESEASE

An effective way to approach managedproject isthrough development of @usiness case.(Many
organizations require one.) Done right, a business case is more than a justification. It forces
consideration of factors that can make or break a project. Plus, it establishefoawgod plan. Even if
not required for approval of a project, a strong business caseset the stage fosuccess.

The BusinessaSe should be a collaboraé document with input fromvarious st&eholders Then, it

should be kept alive, with updates and modifications, even after apprdval. i i N2y 3 o6dzaAy Sa

need to be long, but itlould be torough.

¢CKS . dzarAySaa /1aS gAtft 0S (GKS 3IdzA RS i KN dz3 Kir?2 dzi
from stakeholders (including those who hold the purse strings).
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